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These steps should help you get connected to your SSO provider; if you
encounter any issues when setting up, contact your SSO provider to troubleshoot.
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OKTA

Okta is an identity and access management (IAM) service that provides a

secure, single sign-on (SSO) solution for businesses.

It is a cloud-based platform that helps organizations securely manage user
identities, access rights, and credentials across multiple applications,

websites, and databases.
It also provides a central hub for user authentication and authorization,
allowing users to easily log in to multiple applications and websites with one

set of credentials.

It is used by thousands of organizations worldwide, including major

corporations and governmental agencies.
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Create OIDC app integrations using OKTA

Task 1: Launch the Wizard

. Loginto your Admin Console, then go to Applications >
Applications.

e
$.& okta

Dashboard e
Directory v
Customizations v
Applications ~
Applications
Self Service

API Service Integrations

Security v

2. Click Create App Integration.

s |
s 0k|:0. Q
Dashboard v
Directory . Applications
Customizations v Create App Integration Browse App Catalog ‘ Assign Users to App ‘ | More v ‘
Applications A
Search
Applications
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3. For the Sign-in method, select OIDC - OpenID Connect.

Create a new app integration

Sign-in method OIDC - OpenlD Connect

Token-based OAuth 2.0 authentication for Single Sign-On (SSO) through API
endpoints. Recommended if you intend to build a custom app integration
with the Okta Sign-In Widget.

Learn More (3

SAML 2.0
XML-based open standard for SSO. Use if the Identity Provider for your
application only supports SAML.

SWA - Secure Web Authentication
Okta-specific SSO method. Use if your application doesn't support OIDC or
SAML.

API Services
Interact with Okta APls using the scoped OAuth 2.0 access tokens for

machine-to-machine authentication.

Cance' m

4. Choose Web Application as the type of app to integrate with Okta.
5. Click Next.

Application type Web Application

. - . Server-side applications where authentication and tokens are handled on
What kind of application are you trying to

the server (for example, Go, Java, ASP.Net, Node.js, PHP)

integrate with Okta?

Single-Page Application
Specifying an application type customizes your Single-page web applications that run in the browser where the client
experience and provides the best configuration, receives tokens (for example, Javascript, Angular, React, Vue)

SDK, and sample recommendations. . -
Native Application

Desktop or mobile applications that run natively on a device and redirect
users to a non-HTTP callback (for example, iOS, Android, React Native)

Cance' m
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Task 2: Configure initial settings

The App Integration Wizard for OIDC has three sections:
1. In General Settings:

o App integration name: Specify a name for your app integration
(e.g., inFlow)

o Logo: Add a logo to accompany your app integration in the Okta
org. The logo file must be in .png, .jpg, or .gif format and be
smaller than 1 MB.

o Granttype: Select Authorization Code (it'll be selected by default)

= New Web App Integration
General Settings

App integration name inFlow Inventory

Logo (Optional) . E]

Proof of possession Require Demonstrating Proof of Possession (DPoP) header in token
requests

Grant type Client acting on behalf of itself

Client Credentials
Core grants

Authorization Code

Refresh Token

Advanced v

Yy Support | ¢ Help articles | @ YouTube


https://www.inflowinventory.com/contact-support
https://www.inflowinventory.com/support/knowledge-base
https://www.youtube.com/user/inFlowInventory/

o Sign-in redirect URIs: Copy the Redirect URL from inFlow SSO
settings and paste it into the input field. For complete steps on

setting up inFlow’s single sign-on settings, take a look at this

gquide.

B

ani

ani

nd

Single sign-on (SSO) settings

Enhance security and convenience by enabling single sign-on. inFlow
supports the OIDC protocol for SSO. Learn how to configure your SSO
settings &

@D Enable SSO

Client secret X
Issuer URL _
Redirect URL https://accounts.inflowinventory.com/federation/... & =
Initiate URL https://app.inflowinventory.com/?idp=33b52f1b-... &

@D Require SSO

All team members will have to use SSO tologin. @

Cancel

Sign-in redirect URIs

Learn More (3

Sign-out redirect URIs (Optional)

Learn More (3

Allow wildcard * in sign-in URI redirect.

Potential security risk

Including wildcards in the login redirect URI can be insecure.
Potential risks include possible attacks to gain access to
authorization codes or utilize open redirects.

https://accounts.inflowinventory.com/federation/33b52f1b-2042-4 X

+ Add URI

http://localhost:8080

+ AddURI |

o Assignments: Choose the options appropriate to your

organization.

o Save the settings.
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Task 3: Set up SSO settings inFlow

1. Copy the Client ID and Client Secret from the Okta configuration
settings and paste them into inFlow’s SSO settings.

. Single sign-on (SSO) settings

Client Credentials Edit | Erfremes semrity entlesmvantemes by ez el digran. hifle I
1 supports the OIDC protocol for SSO. Learn how to configure your SSO
Client ID & | settings©
1
Public identifier for the client that is require | Enable SSO
OAuth flows. |
ClientID
Client authentication © Client secret 1
Clientsecret x

Public key / Private key

Issuer URL https:/trial \okta.com

Proof Key for Code Exchange (PKCE) Require PKCE as additional verification
Redirect URL https://accounts.inflowinventory.com/federation/...
CLIENT SECRETS Initiate URL https://app.inflowinventory.com/?idp=| ®
Generate new #cret Require SSO

All team members will have to use SSO to login. @

e

Creation date Secret Status

JUI22,2024  cecevcecsectesecseseesesseseesessnsensrssnes o /&

2. Copy the Okta URL in the Issuer URL in the inFlow SSO settings.

2% https:// -admin.okta.com/i

3. Save the inFlow SSO settings.
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GOOGLE

Google provides a single sign-on (SSO) feature that lets you authenticate

users via external identity providers (IdP).

For example, you can allow users in an organization to sign into their
Google-based email with the same username and password they use to

access the corporate network.

Google offers SSO for Cloud Identity and Google Workspace accounts. After
enabling SSO, users no longer need to enter a password when attempting to
access Google services and apps. Instead, the SSO functionality redirects

users to an external identity provider (IdP) for authentication.

It facilitates a better user experience, enabling using existing credentials to

authenticate.
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Create OIDC app integrations using Google

1. Login into Google's cloud resource manager from:

https://console.cloud.qoogle.com/cloud-resource-manager

a. If you are new to Google Cloud and have not created a project
yet, the organization resource will be created for you when you
log in to the Google Cloud console and accept the terms and
conditions.

b. If you are an existing Google Cloud user, the organization
resource will be created for you when you create a new project or
billing account. Any projects you created previously will be listed
under "No organization,” and this is normal. The organization
resource will appear, and the new project you created will be
linked to it automatically.

2. Click on Create project from the menu or create one under the existing

folder/project if it already exists.

= Go gle Cloud Search (/) for resources, docs, products, and more

Manage resources CREATE PROJECT E3 CREATE FOLDER ~ MOVE DELETE » TAGS
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3. Fillin the project details and click Save.

a. Fill out the Project name field (e.g., “inFlow App.”)
b. Below, enter your organization resource as the organization.
c. Select your organization resource as the parent folder.

i. If not created automatically, create a parent folder based

on your organization's resource.

Search (/) for resources, docs, products, and more

= Google Cloud

New Project

Project name *
[ inFlow App 2] }

Project ID: inflow-app-429218. It cannot be changed later. EDIT

[ Organization *

vg}

Select an organization to attach it to a project. This selection can't be changed later.

[ Location *

Parent organization or folder

CREATE CANCEL

BROWSE }
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4. Go to Google Cloud menu > APl & services > Credentials.

5. Select the project created in Step #3.

= Google Cloud [ Search (/) for resources, do
Il Cloud overview >
s  Products & solutions >
PINNED PRODUCTS /7
API  APIs & Services A > -
Enabled APIs & services
& Billing ) | Library
. Credentials
O AM&Admin A >
OAuth consent screen
\7
\._—.I Marketplace 2 Page usage agreements
Vertex Al R >
{2} ComputeEngine R >
@ Kubernetes Engine & >
B  Cloud Storage A >

6. Click on Create Credentials from the menu.

= Google Cloud { S inFlow App ¥ }

Search (/) for resources, docs, products, and more

‘ Q Search

API APIs & Services Credentials +

CREATE CREDENTIALS W DELETE ™ RESTORE DELETED CREDENTIALS

7. Select OAuth Client ID from the Credentials options.

API

Google Cloud

& inFlow App ¥ } [ Search (/) for resources, docs, products, and more

| Q Search l

APIs & Services ] § Credentials

~+ CREATE CREDENTIALS W@ DELETE x~ RESTORE DELETED CREDENTIALS

APl key
Identifies your project using a simple API key to check quota and access

OAuth client ID
Requests user consent so your app can access the user's data

Enabled APIs & services A Remembert
Library
API Keys
Credentials
[]  Name

OAuth consent screen
No API keys to displa

Page usage agreements

OAuth 2.0 Client |

Service account
Enables server-to-server, app-level authentication using robot accounts

Help me choose
Asks a few questions to help you decide which type of credential to use

tions
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a. You might need to set up the OAuth Consent if one has not been

created previously.

= Google Cloud

o* inFlow App ¥ ] [ Search (/) for resources, docs, products, and more ‘ Q Search ]

API APIs & Services 1 3 OAuth consent screen

«»  Enabled APIs & services Choose how you want to configure and register your app, including your

target users. You can only associate one app with your project.
i Library

or  Credentials User Type
@ Internal @

OAuth consent screen

Only available to users within your organization. You will not need to

S¢  Pageusage agreements submit your app for verification. Learn more about user type 2

O External @

Available to any test user with a Google Account. Your app will start in
testing mode and will only be available to users you add to the list of test
users. Once your app is ready to push to production, you may need to
verify your app. Learn more about user type (2

CREATE

b. Add the API scopes if needed.
c. Add the App name and enter the required email credentials for
contact purposes.
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8. For application type, select Web application.

Google Cloud

& inFlow App ¥ ] [ Search (/) for resources, docs, products, and more

API APIs &Services & & Create OAuth client ID

< Enabled APIs & services Aclient ID is used to identify a single app to Google's OAuth servers. If your app runs on

multiple platforms, each will need its own client ID. See Setting up OAuth 2.0 (2 for more

w
w Library information. Learn more [Z about OAuth client types.
O+ Credentials pplication type *
Web application J
2 OAuth consent screen

Android
St Page usage agreements
Chrome Extension
ios
TVs and Limited Input devices

Desktop app

Universal Windows Platform (UWP)

9. In the Application type field, enter the application name.

& Create OAuth client ID

A client ID is used to identify a single app to Google's OAuth servers. If your app runs on
multiple platforms, each will need its own client ID. See Setting up OAuth 2.0 [ for more
information. Learn more [Z about OAuth client types.

type *
{ Web application v }
Name *
{ inFlow App }

The name of your OAuth 2.0 client. This name is only used to identify the client in the
console and will not be shown to end users.

The domains of the URIs you add below will be automatically added to
your OAuth consent screen as authorized domains (2.
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10. Under Authorized redirect URIs, click Add URI. Copy the Redirect URL from
inFlow SSO settings and paste it into the input field.

Single sign-on (SSO) settings

Enhance security and convenience by enabling single sign-on. inFlow
supports the OIDC protocol for SSO. Learn how to configure your SSO
settings &

@D Enable SSO

CllentD | Authorized redirect URIs @

Client secret For use with requests from a web server

Issuer URL
URIs 1*
Redirect URL https://accounts.inflowinventory.com/federation/... @ [ https‘//accounts inﬂowinventory com/federation/

Initiate URL https://app.inflowinventory.com/?idp=

+ ADD URI
@D Require SSO _—

All team members will have to use SSO to login. @

[ ]
Cancel Save
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11. Copy and paste the Client ID and Client secret in inFlow SSO settings
and set up SSO in inFlow.

12. Add the Issuer URL in inFlow SSO settings as
https://accounts.google.com

13. Save the Settings

OAuth client created —
. B i Single sign-on (SSO) settings B
The client ID and secret can always be accessed from Credentials in APIs & 1 - ) =R . = _— . . |’
) Enhance security and convenience by enabling single sign-on. inFlow
Services | supportsthe OIDC protocol for SO Learn how to configure your SSO |
| settingse [
OAuth access is restricted to users within your organization @ Enable SSO
unless the OAuth consent screen is published and verified {
Client ID
Client ID Client secret . X
apps A
.googleusercontent.com 3] Issuer URL https:/faccounts.google.com
1 Redirect URL https://accounts.inflowinventery.com/federation/...
Client secret
o V4 3 Initiate URL https://app.inflowinventory.com/?idp= ®
Creation date 2024 at 2:41:33 PM GMT-4
@ R
Status @ Enabled CEED
| Allteam members will have to use SSO talogin. @
¥ DOWNLOAD JSON
|
OK
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ONELOGIN

Onelogin gives users the ability to access the applications and other

resources they need to do their job by logging in once to a single interface.

Platforms like Onelogin are known as Identity and Access Management (IAM)
solutions that are primarily used to provide their users with a Single Sign-on

(SSO) experience.

Create OIDC app integrations using One Login

1.  Login to your Onelogin account.
2. Navigate to the Administration panel, then click on Applications.

onelogin Users  Applications Devices  Authentication

Applications

Login Information
Portal Tabs

Custom Connectors

3. Click Add App.

onelogin Users  Applications  Devices  Authentication  Activity —Security  Settings  Developers  Modules

Applications + Download JSON

4. Search for OIDC.
5. Click on Openld Connect (OIDC) by Onelogin, Inc.

Openld Connect (OIDC)
OpenlD Connect
Onelogin, Inc.

Yy Support | ¢ Help articles | @ YouTube



https://onelogin.service-now.com/support?id=kb_article&sys_id=d309e8ab870e8a90f7b8a7dd3fbb3517
https://www.inflowinventory.com/contact-support
https://www.inflowinventory.com/support/knowledge-base
https://www.youtube.com/user/inFlowInventory/

© ® N o

For Display Name, enter inFlow Inventory and click Save.
To the left, select Configuration.
Under Redirect URIs, click Add URI.

Copy the Redirect URL from inFlow SSO settings and paste it into the

input field.

One|Ogin Users Applications Devices Authentication Activity Security

Single sign-on (SSO) settings

Enhance security and convenience by enabling single sign-on. inFlow
supports the OIDC protocol for SSO. Learn how to configure your SSO

settings &

Enable SSO

ClientID

Issuer URL

Redirect URL

Initiate URL

Require SSO

All team members will have to use SSO to login. @

Applications /

Openld Connect (OIDC)

Info Application details

x
| Configuration Login Url
Parameters

ion/... ®
® N%dlrem URI's
https://accounts.inflowinventory.com/federation/!

SSO

Access

Users

Cancel

Settings

Developers

/signin

10.

11.

12.

In inFlow, click Save.

In Onelogin, go to the menu and change the Token Endpoint

Authentication Method to POST.
Click Save.

Openld Connect (OIDC) More Actions = “

- Enable OpenID Connect
nfo

pow chent sscret | Regenerate chent
| sso URL
o/ S o 1 L
=
Privileges Application Type

Token Endpoint
Authentication Method

POST
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13.  On the same page, copy and save the following information to add to

inFlow’s SSO settings.

e ClientID
e Client Secret
e Issuer URL

Applications
Openld Connect (0IDC) Hore actions = m

Info Enable OpenID Connect
Configuration Client ID
Parameters .
Rules Client Secret
@ sow clent secret  Regenerate clent secret
| sso
Issuer URL

AcCCess ﬁ hitps:// | - <o gin.com/oidc/ 2 Well-known Configuration

14. Go to Users from the navigation bar, and edit your users to give them

access to the app.
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ENTRA

Microsoft Entra, formally known as Azure AD, is Microsoft's cloud-based

identity and access management service. Microsoft Entra Single Sign-On
(sS0), a feature within the Microsoft Entra ID platform, is the primary SSO
solution offered by Microsoft.

It is a user authentication service that permits a user to use one set of login

credentials and access multiple applications.
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Create OIDC app integrations using Entra

1. Navigate to Enterprise applications in the Entra admin center.
2. Click New Application.

Microsoft Entra admin center £ Search resources, services, and docs (G+/)

¥ Home

22z Enterprise applications | All applications

What's new
Diagnose & solve problems « New application Refresh Download (Export) | i Preview info \ Columns | Preview features | Got fee
Overview
e ® Oveniew View, filter, and search applications in your organization that are set up to use your Microsoft Entra tenant as their Identity Provider.
% Diagnose and solve problems The list of applications that are maintained by your organization are in

Identity
Manage ch b D Application type == Enterprise Applications < Application ID starts with X<

Overview ¥ All applications 56 applications found
Users % Private Network connectors
& User settings
Groups
™ App launchers
Devices e
[®/ Custom authentication extensions

Applications
Security
it g i % conditional Access

App registrations B Consent and permissions
Protection Activity

oo Sign-in logs
(&) Identity governance ‘g fogs

3. Select Create your own application.

Browse Microsoft Entra Gallery

Create your own application | Got feedback?

4. Navigate to App registrations in the Entra admin center, search for the
application you just created by name, and select it.
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5. Copy the Application (client) ID into inFlow’s Client ID field.

nFlow Inventory

w Overview
& Quickstart
#f Integration assistant
X Diagnose and solve problems
Manage
& Eranding & properties
Authentieation
¥ Certificates & se.

1 Token configuration

@ Expose an API

& App roles

& Owners

& Roles and administrators

B manifest

Delete ) Endpoints (5] Preview features

Invite memt

12-2018d0e6216f ingle

Essentials

ac-lea3-4c22-

: 05f1547a-ae0c-44b3-8391-bf63feeas4f3

Setup SSO to

D entra

Enable SSO

Starting June 30th, 2020 we will no longer add any new features to Azure A
support and security updates but we will no longer provide feature update:

GetStarted  Documentation

Build your applicati

(-1 Downloa

4 inFlow Clot

" ‘App St

The Microsoft identity platform is an authenti
modenn, standards-based authentication sl

6. Click the “Endpoints” button.
7. Copy the OpenID Connect metadata document URL into inFlow’s Issuer

URL field.

73 inFlow Inventory

Delete

Essentials

P
A Integration

. Diagnose and solve problems

Manage

 Branding & properties
Authenticatios

¥ Cortificates &

n configuration

Get Started

AP permissions
@ Expose an API

App roles
& own
& Roles and administrators
W Manifest
Support + Troubleshooting

& New supportrequest

Endpoints

Endpoi Preview feature:

OpeniD Connect metadata document

O, 2020 we will o longer ad
ity updiates but we wil no |

Documentation

e Microsoft iden
modern,standar

@‘ﬂ_nn
& =

Call APIs

Buld more powerful apps with rich user &
business data from Mic rices ane

Options

Single sign-on (SSO) settings
Enhance security and convenience by enabling single sign-on. inFlow supports the OIDC
protocol for SSO. Learn how to configure your SSO settings &

Enable SSO

ClientTD Pad3ebac-1ea3-4c22-8812-2018d0e6216f

Client secret

Issuer URL
Redirect URL https://ac ®
Initiate URL https://appin ®
Require SSO
Al team members will have to use SSO to login.
Save

© Global M Inventory @ Orders Integrations

Team

Single sign-on (S50) settings

= Showroom

= A

protocol for SSO. Learn how to

Enable SSO

Client ID 9ad3esac-1ead

penid-configuration

Client secret

Invite mem|
B single

Issuer URL

Redirect URL

Initiate URL .
SetupSSOto
DEME | team members willhave touse S5O0 og .

Manage SS¢

-1 Download for all platforms

4 inFloow, Cloud for Windons, ...
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8. From the menu on the left, select Authentication. Under Platform
configurations select +Add a platform.

inFlow Inventory | Authentication

_:'-—" Got feedback?

Overview

Platform configurations
Quickstart

Depending on the platform or device this application is targeting, additional configuration may be required such as
Integration assistant redirect URIs, specific authentication settings, or fields specific to the platform.

Diagnose and solve problems To configure single sign-on, incduding SAML-based sign-on, try
Manage Add a platform

B Branding & properties

Authentication
cit grant and/or logout URI settings set without any Web or SPA redirect URIs registered. You =
¥ Certificates & secrets should remove these settings or register the appropriate redirect URL

9. Click Web and input the Redirect URI from inFlow’'s SSO settings, then
click the Configure button below.

Single sign-on (SSO) settings

mb Enhance security and convenience by enabling single sign-on. inFlow supports the QIDC P Redirect URIs
—  protocol for 550. Learn how to configure your S30 settings & i & ! The URIs we will accept as destinations when returning authe ion responses {tokens)
. . after successfully authenticating or signing out users. Tl URI you send in the
Enable 550 request to the login server should match one listed here. Also referred to as reply URLs.
le
Client ID

‘ https://accounts.inflowinventory.com/federation;|

itg Client secret

Issuer URL
= Redirect URL https:/faccounts.inflowinventory.co L)
50
| | Initiate URL https://app.inflowinventory.com/?idp=02035a9c-5c4f-4baa-9... @
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10. Go to Certificates & secrets and click New client secret.

a. Enter a helpful name.
b. Set the expiry date according to your organization’s policies.
c. Click “Add.”

1. Copy the generated secret value into inFlow's client secret field.
12. The setup in inFlow is complete. To complete the setup in Entra, adjust
the assignment to meet your business requirements.

a. We suggest disabling the required assignment, as only users you
invite to inFlow will be able to log in with SSO.
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ADFS Configuration

Note: We cannot guarantee the accuracy of this configuration as it involves a
third-party product.

1. In AD FS, open the Server Manager.

2. In the menu to the right, select Tools > AD FS Management.

3. Inthe AD FS management pane, select Application Groups > Actions >
Add an Application Group.

4. Select Server Application. Enter a name and description. Click Next.

5. Under Server Application, there is a client ID. Note it down.

6. Enter the Redirect URI: Copy the Redirect URL from inFlow SSO settings
and paste it here. See how to set up SSO in inFlow here.

7. Click Next.

8. Select Generate a shared secret. A secret key is generated. Note it

down.
A summary of your settings is displayed. Click Next and complete the
steps for adding the application group.

9. Open the created application group.
The Properties window appears.

10.Click Add application.
A new window appears: Add a new application to ‘inFlow App".

11. Select Web API template. Click Next.

12.Optionally, edit the Web APl name.

13.Under Identifier, add the client ID that you noted down when creating
the server application in this application group. Click Next.

14.Under Apply Access Control Policy, select the appropriate option and

click Next.
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15.Under Configure Application Permissions > Client application, the server
application is selected. Keep this unchanged. Under Permitted scopes,
select allatclaims, email, openid, and profile. Click Next.

16.A summary of your settings is shown. Click Next to complete the steps
for adding the Web API.

17.0pen Web API > Issuance Transform Rules.

18.Click Add Rule. Enter a name for the rule, select Active Directory for
Attribute store, and then add “E-Mail Addresses” — “E-Mail Address.

Save your changes.
19.Navigate to Relying Party Trusts in the ADFS Management tool.

20.Make sure you have the following relying party trust. Identifier should be
https://<ADFShostname>/adfs/services/trust.
21.1f the relying party trust is not available, you need to add a new one.
Follow the steps described in
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/oper
ations/create-a-relying-party-trust#to-create-a-claims-aware-relyin
g-party-trust-manually, but skip the steps Configure certificate and
Configure URL.
22.Make sure you add the email address for users who will be using the
inFlow app through ADFS authentication.
a. Open Active Directory Users and Computers on the AD server.
b. Navigate to the Users folder, right-click the user, and select
Properties.
c. Under General, enter the user’'s email address in the E-mail field.
d. Click OK to save the changes.
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Configure inFlow SSO settings

Follow the instructions in this article to set up SSO in inFlow.

—

Copy and paste the Client ID from Step #5.
Copy and paste the Client secret from Step #8.
Copy and paste the Issuer URL from Step #20.

NN

Save the SSO settings.
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